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DATA PROTECTION INFORMATION
FRONIUS
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Preamble

We are the Fronius International GmbH, Froniusstralle
1, 4643 Pettenbach, Austria, a technical leader in the
fields of welding technology, photovoltaics and battery
charging technology and Controller within the meaning
of the General Data Protection Regulation (GDPR)
(hereinafter referred to as "Fronius").

This data privacy statement applies to any form of pro-
cessing of personal data by third parties by Fronius ap-
plication.

In the following, Fronius would like to inform you in par-
ticular about what data Fronius processes, how and for
what purpose they are used and what are the rights of
data subjects. All data is processed by us in compliance
with the relevant legal regulations on data protection
and data security of the European Union and the Re-
public of Austria.

You can view, download or print our current data privacy
statement at any time at https://www.fronius.com. The
data privacy statement also represents an integral part
of our Terms and Conditions of Use and Webshop, also
available at https://www.fronius.com.

Legal bases and purpose of the processing

Fronius processes personal data within the meaning of
Article 6 GDPR because the processing
/ is necessary for the fulfilment of a contract,
/ for the fulfilment of a legal or legal obligation or
/ for the protection of the legitimate interests of
Fronius or a third party or
/ because the data subject has given his consent to
the processing.

Fronius processes personal data, especially in the con-
text of a business connection with the data subject or
with a company that is represented by the data subject,
especially in the area of contractual and, on request,
also of pre-contractual relationships (Art. 6, para. 1, lit.
b, GDPR). These data comprise the name of the data
subject, his contact information (such as e-mail address,
phone number, address), account data, possibly infor-
mation regarding creditworthiness, if necessary social
security data, information of the data subject in connec-
tion with the fulfilment of the contractual relationship, in
the form of system data, service data, documentation,
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documents and correspondence between Fronius, the
contract partner, if need be the contractor and the data
subject, delivery, sales and billing data.

Furthermore, the processing of personal data is carried
out to the extent necessary to fulfil a statutory / legal ob-
ligation to which Fronius is subjected (e.g. retention and
documentation obligations according to the Austrian
Commercial Code (UGB), Federal Fiscal Code (BAO)
and others, reporting obligations as an employer toward
social insurance; Art 6, para. 1, lit. c, GDPR) or the pro-
cessing is necessary for the performance of a task car-
ried out in the public interest (Art. 6, para. 1, lit. e,
GDPR). Here, in particular, business-related corre-
spondence and all relevant tax documents relating to
the contractual relationship with the data subject or the
company represented by him are processed.

Likewise, processing of personal data occurs on the ba-
sis of a data subject's consent for processing that can
be cancelled at any time (Art. 6, para. 1, lit. a, GDPR).
Here, in particular, the personal data of data subjects is
processed, for which the data subject has given his prior
consent, such as the publication of photographs of the
data subject for documentation or advertising purposes.

In addition, the processing is also carried out for the nec-
essary, proportionate protection of legitimate interests of
Fronius (Article 6, para. 1, lit. f, GDPR), such as in par-
ticular for the protection of business interests such as
internal administration and optimization of the business
process, enforcement of rights, exercise or defence of
legal claims and, if there is no reason to believe that the
data subject has an overriding legitimate interest in not
disclosing his data, prevention of physical damage or fi-
nancial losses, for the implementation of direct advertis-
ing (marketing and information measures, in particular
on products and services offered by the controller), for
IT security and technical administration as well as for the
purposes of file, customer and supplier administration.
The processing here includes all data processed within
the framework of the relationship between Fronius and
the data subject, if this is necessary to achieve the pur-
pose. The legitimate interest of Fronius or its group com-
panies and of recipients of communications is also to be
capable of operating a group-wide customer and sup-
plier management system for the purpose of administra-
tive optimization and simplification.

Insofar as data is not collected by the data subject within
the meaning of Art. 14 GDPR, the following personal
data is also collected either in publicly accessible data-
bases (e.g. land register, commercial register, central
association register, edict database, central register of
residents, creditworthiness databases), information on
the data subject by search engines, social networks or
various websites, at Fronius group companies or with
cooperation partners or any funding agencies.
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In order to guarantee the security of the personal data
of the data subjects, Fronius has implemented a number
of technical and organisational measures within the
meaning of Art. 32 GDPR, in particular encryption of the
services using state-of-the-art encryption methods (e.g.
SSL), user authentication controls, secured network in-
frastructures, restriction of access to personal data, net-
work monitoring solutions, area-restricted alarm sys-
tems as well as video surveillance, employee adminis-
trative instructions, obligation to data secrecy.

Fronius does not process personal data for automatic
decision-making or profiling purposes.

Recipient of personal data

All personal data is processed by Fronius exclusively by
Fronius and its group companies, strictly confidential
and not transmitted to other recipient categories other
than those specified in this data privacy statement with-
out the express consent of the data subject. Fronius only
transfers or discloses personal data to third parties if
they agree with the same level of data protection that
Fronius itself applies. Fronius has concluded agree-
ments in accordance with Article 26 of the GDPR for the
purpose and means of processing.

Disclosure to third parties by Fronius is allowed, if there
is a contractual or legal obligation to do so. This applies,
for example, to the proper execution of contractual rela-
tionships and to obligations related to the prevention, in-
vestigation, detection and prosecution of criminal of-
fences or the execution of sentence including protection
against and the prevention of threats to the public secu-
rity. There are the following categories of recipients
within the meaning of Art 13, para. 1, lit e, GDPR:

/ group companies of Fronius (these are in particular
the subsidiaries listed under https://www.fro-
nius.com/de/kontakt#!/),
processors which require the data for the perfor-
mance of their tasks,
public authorities, public bodies in the case of the
existence of a statutory obligation,
operators and participants of information systems
relevant to creditworthiness for the purpose of cred-
itor protection and risk reduction,
third-party providers and cooperation partners (e.g.
customers, suppliers, payment service providers),
credit and financial institutions or other comparable
institutions,
legal and tax advisors as well as experts for the ex-
amination, establishment, exercise or defence of le-
gal claims,
courts for establishment, exercise or defence of legal
claims.

~

~

~

~

~

~
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A transfer of personal data to countries outside the EEA
may take place in order to implement pre-contractual
measures or in the performance of a contract with the
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data subject or the company represented by him, in par-
ticular by Fronius group companies or due to the use, in
particular, of cloud solutions for communication and col-
laboration, for video conferencing, for maintaining infor-
mation and data security and for customer care. If need
be, the processing of personal data may also take place
when used for advertising purposes on social media
channels (e.g. Facebook, Instagram) or websites out-
side the EEA. Such transmission takes place primarily
on the basis of binding corporate rules according to Art
47 in conjunction with Art 46, para. 2, lit b, GDPR, Euro-
pean Commission's adequacy decisions according to
Art 45 GDPR,; standard data protection clauses accord-
ing to Art 46, para. 2, lit c and d, GDPR. In exceptional
cases, a data transfer also takes place on the basis of
Art. 49 GDPR, either because the data subject has ex-
pressly consented to the proposed data transfer, after
having been informed about possible risks existing for
him from such data transfers without an adequacy deci-
sion and without appropriate safeguards, because the
transmission is necessary for the fulfiiment of a contract
between the data subject and Fronius or for the imple-
mentation of pre-contractual measures at the request of
the data subject, or because the transmission is neces-
sary for the conclusion or fulfilment of a contract con-
cluded with another natural or legal person in the inter-
ests of the data subject by Fronius.

Storage period/erasure

Fronius will store personal data for as long as the pur-
pose of the processing exists, in particular for the per-
formance of a contract with the data subject or for the
fulfilment of a statutory/legal obligation or as long as is
necessary for the establishment, exercise or defence of
legal claims or an overriding legitimate interest of Fro-
nius in the processing exists.

In particular, Fronius must comply with the following
statutory retention obligations or limitation periods:
a) Accounting, tax and customs law
/ tax retention obligations under § 132 para. 1
BAO: 7 years, and beyond as long as the data
for the tax authority is of importance in a pend-
ing case;
/ company law retention obligation according to
8§ 190, 212 Austrian Commercial Code (UGB):
7 years;
/ turnover tax retention obligation according to §
11 para. 2 3. subparagraph Value Added Tax
Act (UStG): 7 years;
/ records according to § 23 para. 2 of the
Zollrechts-Durchfihrungsgesetz (Act to imple-
ment customs law): 5 years.

b) Contract administration
/ warranty according to § 933 of the Austrian civil
code (ABGB): 2 years (movable property), 3
years (immovable property);
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/ claim for purchase price for movable property ac-
cording to § 1062 in conjunction with § 1486 Aus-
trian Civil Code: 3 years;

claim for purchase price for immovable property
(e contrario § 1486 Austrian Civil Code): 30
years;

claims from a contract for work according to §
1486 Austrian Civil Code (if the service is pro-
vided as part of a commercial or other business
operation): 3 years;

General compensation according to § 1489 Aus-
trian Civil Code (compensation claims): 3 years
(if damage and injuring party are known) / other-
wise absolute limitation period 30 years (for ex-
ample, work accidents within the meaning of §
1325 Austrian Civil Code);

liability claims according to § 13 of the Product
Liability Act (PHG): 10 years.

~

~

~

~

Data from applicants who are not employed will be
erased seven months after completion of the application
procedure, unless consent for record keeping has been
given. When a service relationship is established, the
applicant data will be stored until it is terminated or be-
yond for the purposes stated above. In the case of a
consent (in particular when sending electronic mes-
sages), the storage takes place until the data subject’s
revocation which is possible at any time, whereby the
revocation does not affect the processing carried out up
to this date.

Rights of data subjects

The data subject has the right to:

a) access to personal data processed by Fronius,

b) rectification of the personal data in the case of in-
correctness or incompleteness,

c) restriction of processing of the personal data,
where certain conditions are fulfilled, particularly in
case of considerable suspicion of unlawful pro-
cessing or contradiction,

d) data portability of the personal data in a common,
structured and machine-readable format,

e) erasure of the personal data in the case of any ex-
isting legal reasons,

f) objection with regard to the processing of the per-
sonal data pertaining to you, unless Fronius pro-
vides compelling and legitimate reasons for it,

g) revocation in case of consent of the data subject to
the processing of the personal data; and

h) complaint to Fronius, if you believe that Fronius is
unlawfully processing your personal data. In addi-
tion, you also have the right to lodge a complaint
with the Austrian Data Protection Authority, Wick-
enburggasse 8, 1080 Vienna.

In this respect, please contact us or send your request
by mail, e-mail or fax to the contact address below. The
processing of your request or your data does not affect
the legitimacy of the processing already carried out until

the receipt of your request. The processing of your re-
quest or your data must be reasonable for Fronius.

Data processing when using Fronius online
services or Fronius apps

6.

6.1

6.2

6.3

6.4

7.1

System / device data and connection data

Our websites and apps can be visited depending on
availability at any time without having you having to pro-
vide immediate information about your person. Fronius
stores the following data without direct personal refer-
ence (connection data):

a) Browser type and version

b) Operating system

c) Referrer URL (the specific visited website)

d) Host name of the accessing computer (IP address)

e) Time and date of the server request

f) Device

This data of non-registered users is evaluated and used
in an anonymous form by Fronius or in an anonymous
form by a third party for the proper functioning of our
website, for the provision of its contents, for the detec-
tion and tracking of misuse as well as for the improve-
ment of our offer (e.g. by means of scientific research,
data analysis, etc.).

Fronius also processes the data listed in section 6.1
from registered users, whereby any use occurs exclu-
sively in anonymised form pursuant to section 6.2. A
conclusion on data subjects based on this data is not
possible by the authorized third party.

Arising from the use of Fronius websites as well as Fro-
nius apps and services by registered or activated users,
Fronius also collects non-personal or anonymised sys-
tem/device data. The data is stored in a form that allows
no conclusion on a specific person. Fronius may collect,
use, share and disclose non-personal data for any pur-
pose.

Example: Fronius uses aggregate data from all systems
of a given region to determine the duration and intensity
of solar radiation in this region. The region is sufficiently
broadly defined that a conclusion on a person or its sys-
tem is excluded. Fronius is also entitled to disclose such
non-personal or anonymised data to third parties.

Immediate personal data

A direct reference to your person or to the respective
user can only be established by Fronius after successful
registration. Registration requires your consent to dis-
close your personal data. In this context, our websites
and apps collect and store the following personal data:
a) User data: Title, first name, last name, company,
street, house number, postal code, city, state,

3/6



/ Perfect Welding / Solar Energy / Perfect Charging

7.2

7.3

7.4

8.1

8.2

country, time zone, phone number, fax number, e-
mail address, date of birth, customer number, user
name, password

b) System data: System name, system identifier,
commissioning date/time, company, street, house
number, postal code, city, state, country, time
zone, longitude, latitude, height, system perfor-
mance, manufacturer, module type, system de-
scription, system image

c) Operator / customer data: Title, first name, last
name, company, street, house number, postal
code, city, state, country, time zone, phone num-
ber, fax number, e-mail address, customer num-
ber, sales tax identification number

d) Connection data: Data pursuant to section 6.1.

Fronius collects personal data for the provision of the
requested services, for the performance of pre-contrac-
tual measures, for the management of contracts and for
the improvement of our services and products.

After registering, you can make your user name visible
to other members. In addition, you can share or release
more data of your profile or your system and make it vis-
ible to other members. Within your profile, you have the
option to adjust by appropriate settings the extent to
which your data will be released. It is entirely at your
discretion to decide which and to what extent this data
will be shared with other users or released. Details are
further explained by the respective function on the web-
sites.

To the extent that we use data for a purpose that re-
quires your consent pursuant to statutory provisions, we
will seek your express consent. Your consent is docu-
mented in accordance with the data protection regula-
tions. You can withdraw your given consent at any time
with future effect and/or object to the future use of your
data for purposes of advertising, market and opinion re-
search. A simple message to Fronius is sufficient to re-
voke a consent or for an objection. To guarantee rapid
processing, please use the below contact data. You will
incur no additional costs for the contact.

Use of cookies

Our website uses software to analyse the use of the
website. By evaluating this data, valuable insights into
the needs of users can be obtained. These insights con-
tribute to further improve the quality of what we offer.

In this context, so-called cookies are used. Cookies are
text files that are stored on the computer of the visitor of
the website and thereby make it possible to recognize a
visitor on an anonymous basis. Cookies can generally
be rejected or deleted by appropriate browser settings.
We use cookies, which:

a) are absolutely necessary for the use of the web-
site;

8.3
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b) limit the number of requests;

c) identify the repeated visits of a single user;

d) identify a sequence of http requests from a single
user;

e) contain the encrypted IP address and port of the
target server;

f) register a unique ID that is used to generate statis-
tical data such as how the user uses the website;

g) enable the user to download documents;

h) serve to better understand the needs of our users
and optimize the offer on our website.

A regularly updated list of cookies used can be found at:
https://www.fronius.com/en/cookie-policy.

Google Analytics: Data protection and opt-out
option

The Fronius website uses Google Analytics, a web anal-
ysis service provided by Google Inc. ("Google"). Google
Analytics uses so-called "cookies", text files that are
stored on your computer and which help analyse your
use of the website. The information generated by the
cookie about your use of this website is usually trans-
mitted to a Google server in the USA and stored there.
However, if IP anonymisation is enabled on this website,
your IP address will first be truncated by Google within
the member states of the European Union or other
states party to the agreement on the European Eco-
nomic Area. Only in exceptional cases will the full IP ad-
dress be transferred to a Google server in the USA and
truncated there. On behalf of the operator of this web-
site, Google will use this information to evaluate your
use of the website in order to compile reports about the
website activity for us as website operators and to pro-
vide other services associated with the use of the web-
site. The IP address that your browser transmits within
the scope of Google Analytics will not be associated with
any other data held by Google.

You can refuse the storing of cookies by selecting the
appropriate settings on your browser software; however,
we must point out that in this case you may not be able
to use all the features of this website. You can also pre-
vent the data generated by cookies concerning your use
of the website (including your IP address) from being
passed on to Google as well as the processing of these
data by Google by downloading and installing the
browser  plugin  available at the following
link: http://tools.google.com/dipage/gaoptout?hi=de

You can find more information on Terms of Use and data

protection at http://www.google.com/analyt-
ics/terms/de.html
or at http://www.google.com/intl/de/analytics/priva-

cyoverview.html.

The Google tracking codes of this website use the ex-
tension "_anonymizelP()" so that IP addresses are only
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processed in abbreviated form in order to prevent direct
personal references.

Google Analytics Remarketing

The Fronius websites use the features of Google Ana-
lytics Remarketing combined with the cross-device ca-
pabilities of Google AdWords and Google DoubleClick.
The provider is Google Inc., 1600 Amphitheatre Park-
way, Mountain View, CA 94043, USA.

This function enables the advertising target groups cre-
ated with Google Analytics Remarketing to be linked
with the cross-device functions of Google AdWords and
Google DoubleClick. This allows advertising messages
to be displayed based on your personal interests, iden-
tified from your previous usage and surfing behaviour on
one device (e.g. your mobile phone), on other devices
(such as a tablet or computer).

Once you have given your consent, Google will associ-
ate your web and app browsing history with your Google
Account for this purpose. That way, any device that
signs in to your Google Account can use the same per-
sonalised advertising messages.

To support this feature, Google Analytics collects
Google-authenticated IDs of users, which are temporar-
ily linked to our Google Analytics data to define and cre-
ate target groups for cross-device advertising. You can
permanently object to cross-device remarketing/target-
ing by deactivating personalized advertising in your
Google account; follow this link:
https://www.google.com/settings/ads/onweb/

The summary of the data collected in your Google Ac-
count is based solely on your consent, which you can
submit or revoke to Google (Art. 6 par. 1 lit. a, GDPR).
For data collection operations that are not merged into
your Google Account (for example, because you do not
have a Google Account or have opposed the merge),
the collection of data is based on Article 6, para. 1, lit f
of the GDPR. The legitimate interest arises from the fact
that the website operator has an interest in anonymous
analysis of website visitors for advertising purposes.
Further information and the privacy policies can be
found in Google's Data Privacy Statement at:
https://www.google.com/policies/technologies/ads/

Hotjar: Data protection and opt-out option

We use Hotjar to better understand the needs of our us-
ers and to optimise the offerings on our websites. Using
Hotjar's technology, we get a better understanding of
our users' experiences (e.g. how much time users spend
on which pages, which links they click, what they like
and what not, etc.) and that helps us to align our offer to
our users' feedback. Hotjar uses cookies and other tech-
nologies to collect information about the behaviour of
our users and their devices (in particular, the IP address
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of the device (is recorded and stored in anonymous form
only), screen size device type (unique device identifi-
ers), information about the used browser, location (only
country), preferred language for displaying our website).
Hotjar stores this information in a pseudonymous user
profile. The information will not be used by Hotjar or by
us to identify individual users nor will it be aggregated
with other data about individual users. Further infor-
mation can be found in Hotjar's privacy policy:
https://www.hotjar.com/legal/policies/privacy!/.

You can object to the storage of a user profile and infor-
mation about your visit to our website by Hotjar and the
setting of Hotjar tracking cookies on other websites.

Newsletter

If you have given your consent for the subscription of
news in connection with the regular receipt of interesting
offers via e-mail, the rules of this provision apply. Your
e-mail address will not be disclosed to other companies.
The consent for the use of your e-mail address for ad-
vertising purposes may be withdrawn at any time with
effect for the future by clicking on the "Unsubscribe" link
at the bottom of the newsletter or by sending a message
to cancellation(at)fronius.com.

If you subscribe to our newsletter, we use the data nec-
essary or separately provided by you to regularly send
you our e-mail newsletter according to your consent.

We use the e-mail marketing software mailworx to send
and analyse our newsletters, which records the opening
and clicking behaviour. Specifically, the following infor-
mation is tracked: Time of delivery, time of opening, du-
ration of opening, IP address of the opening, e-mail pro-
gram used (mail client), which link was clicked and the
time of the click. The storage and processing of this data
takes place exclusively for the purpose of being able to
send the recipients tailored and relevant content. The
data will not be disclosed to third parties or merged with
other data. The data storage is done until cancellation of
the newsletter subscription.

We are entitled to check your e-mail address based on
your additional information as to its authenticity and ac-
curacy.

Participation in events

13.

131

Specific data protection information for participa-
tion in events organized by Fronius

When you sign up to participate in an event organized
by Fronius, various personal data are collected and if
need be your name and company affiliation is disclosed
to other participants (e.g. in a list of participants). In ad-
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dition to the data categories mentioned above, addi-
tional data, such as account data (for fee-based events),
time data or attendance times during the event, may
also be collected and processed.

13.2 Special categories (Art. 9 and 10 GDPR) of personal
data (e.g. data on allergies for the planning of caterings)
we will process exclusively on the basis of your consent.
We would like to point out that if you provide us with data
in accordance with Art. 9 and 10 GDPR, we assume that
the consent to processing was granted with the trans-
mission.

13.3 As part of events, we regularly create visual and audio
recordings to document the event, which may be pub-
lished in media or in publications about the event. We
will only process recordings based on your consent.

13.4 The processing of the listed personal data is necessary
to achieve the stated purposes. If the data is not pro-
vided by you or is not made available to the required
extent, participation in the event may not take place.

14. Contact details
14.1 Controller

Fronius International GmbH
Froniusstraf3e 1

A-4643 Pettenbach

Austria

E-Mail: contact@fronius.com
Phone: +43 7242 241-0

Fax: +43 7242 241-3013

14.2 Management

Elisabeth Engelbrechtsmuiller-Strauf3

14.3 Contact

For any inquiries related to data protection or data se-
curity, please contact us at the e-mail address datapro-
tection@fronius.com.
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